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Topics / Goals

• Survey of what is available 
• Walkthrough all the BigFix APIs 
• Imagine the possibilities
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Prerequisite

• Relevance 
• Relevance 
• Relevance
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BigFix Relevance & ActionScript Language

• Foundational scripting language used for all 
• Fixlets, Tasks, Analyses, Baselines, Properties 
• Same language construct across all components 

• High level non-procedural 4GL 
• Cross platform for Windows, UNIX, Linux, and Mac OS X
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BigFix APIs
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Client Side APIs



BigFix Client APIs
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API Execute Against Language / Interface Read or 
Write

Popularity 
(10 – high, 

1 – low)

Demo / 
Uploaded

Client API BigFix Client Client Relevance / MS COM Read 2 Yes / Yes

Client UI BigFix Client HTML, Client Relevance / - Read 2 Yes / No

http://www-01.ibm.com/support/knowledgecenter/SS63NW_9.2.0/com.ibm.tivoli.tem.doc_9.2/Platform/API_Reference/ClientAPI/ClientIntro.html
https://bigfix.me/fixlet/details/440


Client API

• Microsoft COM based API 
• Used to query BigFix Client for endpoint information 
• Commonly used to interface with other endpoint agents (e.g. NAC), or 

custom end-user applications 
• Allows BigFix partners and integrators to expose the results of an 

endpoint inspection conducted by the BigFix Client to their own logic 
embedded in 3rd-party clients executing on the client machine 

• Potential use cases 
• Detect if security products (anti-virus, firewall) are installed or running 
• Detect that wireless networks are disabled 
• Patch status on the endpoint
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Client API – Example Client API Tester
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ClientUI Customization

• The Client Dashboard provides a standard UI for user interactions 
• Offers 
• Progress of actions 
• Available Software 

•  2 additional tabs can be customized 
• Dashboard 
• Technician Mode 

(Ctrl-Alt-Shift-T)
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ClientUI Customization - Dashboard
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ClientUI Customization – Technician Mode
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Server Side APIs



BigFix Server APIs
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API Execute Against Language / Interface Read or 
Write

Popularity 
(10 – high, 

1 – low)

Demo / 
Uploaded

REST API (Platform) BigFix Server Any Language / HTTPS Read / 
Write 10 Yes / No

REST API (Inventory) Inventory Server Any Language / HTTPS Read / 
Write 3 No / No

REST API (SCA) Security Compliance 
Analytics Server Any Language / HTTPS Read / 

Write 3 No / No

Platform Server API BigFix Server Any Language / MS COM Write 4 Yes / Yes

Database API BigFix Database SQL / (ODBC, ADO, JDBC) Read 3 Yes / Yes

SOAP API Web Reports Session Relevance / SOAP Read 5 Yes / Yes

Dashboard API BigFix Console Session Relevance / - Read / 
Write 2 Yes / No

https://www.ibm.com/developerworks/community/wikis/home?lang=en
http://www-01.ibm.com/support/knowledgecenter/SSKLLW_9.2.1/com.ibm.bigfix.inventory.doc/Inventory/com.ibm.bigfix.inventory.doc/integration/c_rest_api.html
http://www-01.ibm.com/support/knowledgecenter/SS6MCG_9.2.0/com.ibm.tem.seccomp.doc_9.2/Security_and_Compliance/SCA_Users_Guide/c_configuring_report_definitions_using_rest_api.html
http://www-01.ibm.com/support/knowledgecenter/SS63NW_9.2.0/com.ibm.tivoli.tem.doc_9.2/Platform/API_Reference/c_introduction.html
http://www-01.ibm.com/support/knowledgecenter/SS63NW_9.2.0/com.ibm.tivoli.tem.doc_9.2/Platform/API_Reference/DatabaseAPI/DatabaseAPIIntro.html
http://www-01.ibm.com/support/knowledgecenter/SS63NW_9.2.0/com.ibm.tivoli.tem.doc_9.2/Platform/API_Reference/WebReportsAPI/SOAPAPI/SOAPAPI.html?lang=en
http://www-01.ibm.com/support/knowledgecenter/SS63NW_9.2.0/com.ibm.tivoli.tem.doc_9.2/Platform/API_Reference/DashboardAPI/DashboardAPIIntro.html


Database API

• The Database API is a published schema describing Views to the 
underlying tables 

• All information collected from managed endpoints available from the 
database 

• Any programming language that has an ODBC interface can be used to 
access the database 

• Used only for reads, no writes 
• Some fields are stored as binary data to be extracted with function 

• Fn_Extractfield() 
• Online documentation
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Database API – Example to extract comp properties
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Database API – Example to extract Fixlet info
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SOAP API

• XML based SOAP API for querying objects in the BES Web Reports 
• Results returned as XML documents 
• Used only for reading
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SOAP API – Example Session Relevance Tester 
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Platform Server API

• Microsoft COM based API 
• Full programmer’s interface into creating Fixlets/Tasks/Properties/

Actions/Analysis in BigFix 
• Callable from languages such as Java, VBScript, JavaScript, Perl, C, C

++, .NET, and etc. 
• Often used to replicate functionality of the BigFix Console
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Platform Server API – Example Bricks 
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REST API

• Perform the majority of tasks present in the console via a standardized 
and operating system independent method 

• Communicates over HTTPS 
• Results in either XML or JSON 
• The only API that allows performing 

• Visibility / read functions, e.g. get info 
• Control / write functions, e.g. take actions
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REST API – Example Excel Connector
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Dashboard API

• Provides an interface to author own dashboard, create customize views 
• Manifests as: 

• Custom report in Web Reports 
• Dashboard in the Console 
• Wizard in the Console 

• Uses XML to hook into Console and Web Reports 
• Typical technologies used: 

• Data extraction: Session Relevance 
• Logic processing: JavaScript 
• Presentation formatting: HTML
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Dashboard API
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Web Reports
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Web Reports 
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Where to get Presentation and Demos

• This deck and all associated demos and apps are 
available here 

http://leewei.com/interconnect2016
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Notices and Disclaimers
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Copyright © 2016 by International Business Machines Corporation (IBM).  No part of this document may be reproduced or transmitted in any form without written permission 
from IBM.  

U.S. Government Users Restricted Rights - Use, duplication or disclosure restricted by GSA ADP Schedule Contract with IBM. 

Information in these presentations (including information relating to products that have not yet been announced by IBM) has been reviewed for accuracy as of the date of initial 
publication and could include unintentional technical or typographical errors. IBM shall have no responsibility to update this information. THIS DOCUMENT IS DISTRIBUTED 
"AS IS" WITHOUT ANY WARRANTY, EITHER EXPRESS OR IMPLIED.  IN NO EVENT SHALL IBM BE LIABLE FOR ANY DAMAGE ARISING FROM THE USE OF THIS 
INFORMATION, INCLUDING BUT NOT LIMITED TO, LOSS OF DATA, BUSINESS INTERRUPTION, LOSS OF PROFIT OR LOSS OF OPPORTUNITY.  IBM products and 
services are warranted according to the terms and conditions of the agreements under which they are provided.  

Any statements regarding IBM's future direction, intent or product plans are subject to change or withdrawal without notice. 

Performance data contained herein was generally obtained in a controlled, isolated environments.  Customer examples are presented as illustrations of how those customers 
have used IBM products and the results they may have achieved.  Actual performance, cost, savings or other results in other operating environments may vary.   

References in this document to IBM products, programs, or services does not imply that IBM intends to make such products, programs or services available in all countries in 
which IBM operates or does business.   

Workshops, sessions and associated materials may have been prepared by independent session speakers, and do not necessarily reflect the views of IBM.  All materials and 
discussions are provided for informational purposes only, and are neither intended to, nor shall constitute legal or other guidance or advice to any individual participant or their 
specific situation.  

It is the customer’s  responsibility to insure its own compliance with legal requirements and to obtain advice of competent legal counsel as to the identification and 
interpretation of any relevant laws and regulatory requirements that may affect the customer’s business and any actions the customer may need to take to comply with such 
laws.  IBM does not provide legal advice or represent or warrant that its services or products will ensure that the customer is in compliance with any law



Notices and Disclaimers Con’t. 
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Information concerning non-IBM products was obtained from the suppliers of those products, their published announcements or other publicly available sources.  IBM has not 
tested those products in connection with this publication and cannot confirm the accuracy of performance, compatibility or any other claims related to non-IBM products.  
Questions on the capabilities of non-IBM products should be addressed to the suppliers of those products. IBM does not warrant the quality of any third-party products, or the 
ability of any such third-party products to interoperate with IBM’s products.  IBM EXPRESSLY DISCLAIMS ALL WARRANTIES, EXPRESSED OR IMPLIED, INCLUDING BUT 
NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE.  

The provision of the information contained h erein is not intended to, and does not, grant any right or license under any IBM patents, copyrights, trademarks or other intellectual 
property right.  

IBM, the IBM logo, ibm.com, Aspera®, Bluemix, Blueworks Live, CICS, Clearcase, Cognos®, DOORS®, Emptoris®, Enterprise Document Management System™, FASP®, 
FileNet®, Global Business Services ®, Global Technology Services ®, IBM ExperienceOne™, IBM SmartCloud®, IBM Social Business®, Information on Demand, ILOG, 
Maximo®, MQIntegrator®, MQSeries®, Netcool®, OMEGAMON, OpenPower, PureAnalytics™, PureApplication®, pureCluster™, PureCoverage®, PureData®, 
PureExperience®, PureFlex®, pureQuery®, pureScale®, PureSystems®, QRadar®, Rational®, Rhapsody®, Smarter Commerce®, SoDA, SPSS, Sterling Commerce®, 
StoredIQ, Tealeaf®, Tivoli®, Trusteer®, Unica®, urban{code}®, Watson, WebSphere®, Worklight®, X-Force® and System z® Z/OS, are trademarks of International Business 
Machines Corporation, registered in many jurisdictions worldwide. Other product and service names might be trademarks of IBM or other companies. A current list of IBM 
trademarks is available on the Web at "Copyright and trademark information" at:  www.ibm.com/legal/copytrade.shtml.

http://www.ibm.com/legal/copytrade.shtml


Thank You
Your Feedback is Important! 

Access the InterConnect 2016 Conference Attendee 
Portal to complete your session surveys from your 

smartphone,  
laptop or conference kiosk. 


