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Topics / Goals

* Survey of what is available
* Walkthrough all the BigFix APIs
* Imagine the possibilities
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BigFix Relevance & ActionScript Language

* Foundational scripting language used for all
* Fixlets, Tasks, Analyses, Baselines, Properties
« Same language construct across all components

* High level non-procedural 4GL

 Cross platform for Windows, UNIX, Linux, and Mac OS X
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BigFix APls

Web Reports API

SOAP API

Web Reports
Server

BigFix Server

REST API Platform Server API

Dashboard API

Client Ul

BigFix Relay

Client API

Database

Database API
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BigFix Client APls

Execute Against

Client API BigFix Client

Client Ul BigFix Client

Language / Interface

Client Relevance / MS COM

HTML, Client Relevance / -

Read

Read

Popularity
(10 — high,
1-low)

Demo /
Uploaded

Yes / Yes

Yes / No
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http://www-01.ibm.com/support/knowledgecenter/SS63NW_9.2.0/com.ibm.tivoli.tem.doc_9.2/Platform/API_Reference/ClientAPI/ClientIntro.html
https://bigfix.me/fixlet/details/440

Client API

* Microsoft COM based API
» Used to query BigFix Client for endpoint information

« Commonly used to interface with other endpoint agents (e.g. NAC), or
custom end-user applications

* Allows BigFix partners and integrators to expose the results of an
endpoint inspection conducted by the BigFix Client to their own logic
embedded in 3rd-party clients executing on the client machine

* Potential use cases

 Detect if security products (anti-virus, firewall) are installed or running

» Detect that wireless networks are disabled
» Patch status on the endpoint

InterConnect 2016



Client APl — Example Client API Tester

Fe Wb
alues of headers "Subject” of
relevant fixlecs
whose (value of header "X-Frixlet-Sousce-Severity” of it = "Critical™)
lof site vhose (name of it = "Enterprise Security”)|

15-080: Vulnerabilities in Microsoft Graphics Component Could Allow Remote Code Execution - Windows Server 2008 R2 SP1 - KB3078601
15<081: Vulnerabilitier in Microsoft Office Could Allow Remote Code Execution - Office 2010 5P2 - EB2553313

15-109;: Security Update for Windows Shell to Address Remote Code Execution - Windows Server 2008 R2 SP1 - KB3080446 (x€4)

15-120: Securivy Update for Microsoft Oraphics Compoment to Address Remote Code Execution - Office 2007 3P3 - KBMSS61E

15-128: Security Update for Microsoft Graphics Compoment to Address Remote Code Execution - Windows Server 2008 R2 SP1 - EB3109094
15-128: Security Update for Microsoft Graphics Compoment to Address Remote Code Execution - Mindows Server 2008 R2 SP1 / Windows 7
15-130: Security Update for Microsoft tniscribe to Address Remote Code Execution -~ Windows Secsver 2000 R2 3rl -~ EB3100670 (xé4)
16-004: Security Update for Microsoft Office to Address Remote Code Execution - Office 2010 SP2 - EB3114553

16-005: Security Update for Windows Kernel-Mode Drivers to Address Remote Code Execution - Windows Server 2008 R2 SP1 - KE3124000
16-006: Becurity Update for Silverlight to Addtess Remote Code Execution -~ Silverlight 5 Developer Runtime - ED3126036 (x€4)

« ] i |
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ClientUIl Customization

* The Client Dashboard provides a standard Ul for user interactions
» Offers
* Progress of actions
 Available Software

« 2 additional tabs can be customized
 Dashboard

* Technician Mode
(Ctrl-Alt-Shift-T)

| Catngory T

Upgrade Mcroncft Offce to 2010 Admirntrative Acton Waktrg for processng. ..
Upgrade Morosalt OMfee to 2010 Adewresly drve Acon Pendeg Message
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ClientUl Customization - Dashboard
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ClientUl Customization — Technician Mode
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BigFix Server APls

Execute Against

Language / Interface

REST API (Platform)

REST API (Inventory)

REST API A

Platform Server API

Database API

SOAP API

Dashboard API

BigFix Server

Inventory Server

Security Compliance
Analytics Server

BigFix Server

BigFix Database

Web Reports

BigFix Console

Any Language / HTTPS

Any Language / HTTPS

Any Language / HTTPS

Any Language / MS COM

sQL / (ODBC, ADO, JDBC)

Session Relevance / SOAP

Session Relevance / -

Read or Z%p_ulhairlthy Demo /
Write gn, Uploaded
1-low)
Read /
Write 10 Yes / No
Read /
Write 3 No / No
Read /
Write 3 No / No
Write 4 Yes / Yes
Read 3 Yes / Yes
Read 5 Yes / Yes
Read /
Write 2 Yes / No
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https://www.ibm.com/developerworks/community/wikis/home?lang=en
http://www-01.ibm.com/support/knowledgecenter/SSKLLW_9.2.1/com.ibm.bigfix.inventory.doc/Inventory/com.ibm.bigfix.inventory.doc/integration/c_rest_api.html
http://www-01.ibm.com/support/knowledgecenter/SS6MCG_9.2.0/com.ibm.tem.seccomp.doc_9.2/Security_and_Compliance/SCA_Users_Guide/c_configuring_report_definitions_using_rest_api.html
http://www-01.ibm.com/support/knowledgecenter/SS63NW_9.2.0/com.ibm.tivoli.tem.doc_9.2/Platform/API_Reference/c_introduction.html
http://www-01.ibm.com/support/knowledgecenter/SS63NW_9.2.0/com.ibm.tivoli.tem.doc_9.2/Platform/API_Reference/DatabaseAPI/DatabaseAPIIntro.html
http://www-01.ibm.com/support/knowledgecenter/SS63NW_9.2.0/com.ibm.tivoli.tem.doc_9.2/Platform/API_Reference/WebReportsAPI/SOAPAPI/SOAPAPI.html?lang=en
http://www-01.ibm.com/support/knowledgecenter/SS63NW_9.2.0/com.ibm.tivoli.tem.doc_9.2/Platform/API_Reference/DashboardAPI/DashboardAPIIntro.html

Database API

* The Database APl is a published schema describing Views to the
underlying tables

» All information collected from managed endpoints available from the
database

* Any programming language that has an ODBC interface can be used to
access the database

» Used only for reads, no writes

» Some fields are stored as binary data to be extracted with function
* Fn_Extractfield()

* Online documentation

InterConnect 2016 16


http://www-01.ibm.com/support/knowledgecenter/SS63NW_9.2.0/com.ibm.tivoli.tem.doc_9.2/Platform/API_Reference/DatabaseAPI/DatabaseAPIIntro.html

Database APl — Example to extract comp properties

from BES_COLIMN MEADINGS A,
BES_COLUMN_MEADINGS B

where

A.Computerld ~ B.ComputerlDd and

A.Name = 'Computer Name' and

A.Value like 'TINTINV'

m 2500 Mz Coleren
o 805 smevar_pasape et || j4] 11500 Last Report Time Sat. 20 Feb 2016 03:56 39 <0000
o0 565 _RELEVANT_BASELDES pum e

@0 BES_RELEVANT _FDUETS 7 Marus

|| 157706 Dwtance to BES Retay 0
0 | 157040 BES Relay Service nstalled  BES Root Server

Actwe Drectory Path @one>
Qlert Admrmtraton o0 W _o0 2
Olert Semngs ITSIT_Deny«0 ITSIT_Scarner_Debrug«0 ITSIT_Scarner
P Address 169254 194 49 4
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Database APl — Example to extract Fixlet info

Comect* $i % m T A3 I
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T L=l R o - x
select
Name, =
dbo.fn ExtractField('Source Severity®, 0, Fields) as "Source Severicy®,
@ne.fn Extractfield('Souzce Release Date', O, Fields) as "Scurce Release Date®,
@o. In_Extracslield "Category’, Q. Fields) a» "Categozy”,
dbo.fn_ExtractField('Download Size', 0, Fields) as "Download Size"
frem BES_CBJECT_DEFS =
whaze
IsFixlet = 1 and
Sicename like *\Enterprise Security%V' and
Hame like ‘MS16-00%* -
L
Souce Severty | Source Release Date | Category | Dowrdcad Sze | s
| Cacel 12Jan 20% Secuty Update 54415320
2| MS16001 Cumutative Secuty Update for intem . Moderate 12.Jon 20% Seouty Updse 4405530
(3| MS15001 Cumdatve Secusty Lpdate for btem . Gl 12 Jan 20% Secusty Lpdste 40428357
A4 | MSI001 Cumdative Secuty Update for ktem . Moderate 1200 2006 Secuty Update 54415220
5 | MS16001 Cumuative Securty Update for intem . Gl 12.Jan 200 Secuty Updste 12500280
MS16001 Cumdative Securty Update for tem . Crtcal 12.Jan 20% Secuty Update 30366705
T | MS16001 Cumdative Securty Update for item . Moderate 1240 0% Secuty Updste 15101547
(8| MS15001 Cumuative Securty Update for tem . Moderate 12 Jan 20% Secuty Updste 40428387
3 | MS16001 Cumdatve Securty Update for rtem . Moderste 12Jan 20% Secuty Update 303605
[ 30 | MS16001 Cumutative Securty Update for intem . Gl 12.Jan 20% Seouty Updste 23426001
11 | MS15001 Cumuative Securty Lpdate for tem . Moderste 12 Jan 20% Secuty Updste 16151363
[ 12 | MS16001 Cumuatve Secuty Update for item . Moderate 12400 20% Secuty Updste 22085513
[ 13 | MS16001 Cumuative Securty Update for intem . Moderate 12Jan 200 Seouty Updste 11288537
34 | MS16001 Cumuative Secuty Lpdate for rtem . Crteal 12Jan 20% Secuty Update 16151363
[ 35 | MS16001 Cumudatve Secuty Updste for item . Crtcel 12400 20% Secuty Updste 23010260
36 | MS15001 Cumuative Secuty Update for item . Crtcadl 12.Jan 2006 Secuty Updste 95336134
- ARE AL A M bt T o | b B Mt I 17 b WM Com . | bt SATIVY ﬂ

%’
|

| tn (1050 991) | TINTIVoewe (59) | SFEnterprae | 000000 190 rows
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SOAP API

XML based SOAP API for querying objects in the BES Web Reports
* Results returned as XML documents
» Used only for reading

InterConnect 2016 19



SOAP API — Example Session Relevance Tester

[

Flc 3 Fomat Ves Toch Coot Wb

0o | hew Bloven [rjtee ot 4 Ot [iCory Diteste ) 0ce [TORIRGIIS T Aeais | Mantows 3300 [TTROR] 0 oMt 5 indere 30 Flatien i
o) Sovmon Reevarce | # Cartgators | 2 vepects Pt |
/7 ALl Miorosoft OXiTICAl patoles released withim tae last 30 days
Inames of bes fixlets whose
sane Of site of AT = *Enterpr Security* aad
900rce severity of it -« *C al® and

TN

Carrent date - 20Groe release date of 1) < I0vday
and mame Of 1T 28 lowercase G0es BT 0OATALE *Corrupt*

Lo Nes

Results B
MS16-001, MS16-002, MS16-005, MS16-007, MS16-008, 3118753 Cumutative Update for Windows 10 - Windows 10 - KB3124266

MS16-001, MS16-002, MS16-005, MS16-007, MS16-008, 3118753 Cumutaive Update for Windows 10 - Windows 10 - KB3124266 (x64)

MS16-001, MS16-002, MS16-005, MS16-007, MS16-008, 3118753 Cumutatve Update for Windows 10 - Windows 10 Version 1511 - KB3124263
MSI16-001, MS16-002, MS10-005, NS 16-007, MS16-008, 3118753 Cumutaive Update for Windows 10 - Windows 10 Varsion 1511 - KB3124203 (x04)
MS16-001. Cumutative Secusty Update for intemet Explorer - Windows 7 SP1 - IE 10 - KB3124275

MS16.001: Cumubatve Secusty Updato for intermot Explorer - Windows 7 SP1 . IE 10 - KB3124275 (x64)

MS16.001: Cumulstve Secusty Update for intermot Explorer - Windows 7 SP1 . IE 11. KB3124275

MS16001 Cumuistve Secusty Update for intemet Explorsr - Windows 7 SP1 - 1E 11 - KB3124275 (xf4)

MS16-001: Cumuistve Secunty Update for intemet Explorer - Windows 7 SP1 - IE 8- KB3124275

MS16-001: Cumuistve Secuaty Update for iIntemet Explorer - Windows 7 SP1 - IE 8 - KB3124275 pi4)

MS16-001: Cumuistve Secunty Update for intemet Explorer - Windows 7 SP1 - IE 9 - KB3124275

MS16-001: Cumuiatve Secusty Update for intemet Explorer - Windows 7 SP1 - IE 9 - KB312427%5 (4)

MS16-001. Cumutative Secusty Update for intemet Explorer - Windows 8 Gold - IE 10 - KB3124275

MS16.001 Cumubatve Secunty Updato for intermot Explorer - Windows 8 Gold - 1E 10 - KB3124275 (vi4)

MS16.001: Cumulatve Secunty Update for intermot Explorer - Windows £ 1 Gold - IE 11. KB3124275

MS16001 Cumuistve Secusty Update for intemet Explorsr - Windows & 1 Gold - IE 11 - KB3124275 (4)

16001 Cumuistve Secumty Upcite for [emet Explorer - Windows Vista SH2 - - KB31 75 o

Beatn 6 toma mtred [ Dvskation sme 00000051 | Convmctnd 1 trtn 57717 a4 leewes - Wb Fecoss Vemon 3268 20




Platform Server AP

* Microsoft COM based API

* Full programmer’s interface into creating Fixlets/Tasks/Properties/
Actions/Analysis in BigFix

 Callable from languages such as Java, VBScript, JavaScript, Perl, C, C
++, .NET, and etc.

» Often used to replicate functionality of the BigFix Console

InterConnect 2016 21



Platform Server APl — Example Bricks
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REST API

* Perform the majority of tasks present in the console via a standardized
and operating system independent method

« Communicates over HTTPS
* Results in either XML or JSON
* The only API that allows performing

* Visibility / read functions, e.g. get info
» Control / write functions, e.g. take actions

InterConnect 2016 23



REST APIl — Example Excel Connector
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Dashboard API

* Provides an interface to author own dashboard, create customize views

 Manifests as:
* Custom report in Web Reports
* Dashboard in the Console
* Wizard in the Console

» Uses XML to hook into Console and Web Reports

* Typical technologies used:
« Data extraction: Session Relevance
 Logic processing: JavaScript
* Presentation formatting: HTML

InterConnect 2016 25



Dashboard API
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Web Reports

) hwdintie Comglarceby € x

ﬁ 8 9 ¢ n (\.;—‘ S | AR 123 L1 et epor 3 Apege =Coartonflapor tARepor 2D « 13 ecolepentitets = M epornds ee Je 20 Tt W00 Seld Mated 124 C H« Sean " v .

=
i _ S nE

Shaadanie Complance Sy Computer Tempiate

SerTanary

B Compliance

oS
Totsd watated Fuoeta L 0
_ 0
Total Outetandng Fudets 12 -

Comphance "™ 10 Computers

Appis. abiy alaid Ondf 3L vy

Computer Opet sty System ® Addiess Last Repex! Tame ApphC st |ty atabed  uxts Ostatandeg | akts Complancs »
CRUCIAL W 617681 192 168 1 7% 20950526 129097 3 3 0 100%

COUTHOO Wt 61 7601 192160162

e 159422 . v 0 WO

VOSTRO Wt 617631 209905048 152922 [ 5 0 100%
Otrua L 7AL BR 20050005 08 52 43 9 9 0 100%

CORNERSTONE Wt 6.1 7631

OLOE 1405 £ . ' 0 100%

YWt G 1 Tee 20050000 14 41T b ] b ] 0 100%




Web Reports

ﬁ ‘ 2 3 ® ‘\‘“ ntiper [0V $.23 12/ wexepor ts page =CuatomBepor t #collagnes tate =0 209 84527 1ha C JLQ‘L\' h J " - .

-
k rel="styleshaet™ href="http eewei comhblable c55™> 3
scopt sec="http./ieewel comhb/sorttable j5"></sonpt>
able class="sortable™
h>Site Name<Ah><th>Number of Subscnbed Computers<ith>
Trelevance concatenation of trs of (1d of name of it & 1d of (1 as sting) of number of suscribed computers of it) of bes sites 7>

able>
This &5 only a provsaw. Your changes have not been saved Prev I
B
Sile Name Number of Sebscribed Compulers »
BES Suppont 6832
BES Assel Discovery 832
AcionShe 632
Paxching Suppon 827
MoSile Dewvce Nanagement 623
BES Inventory and License 623
IBM Software Inventory 818
Client Manager for Anb-Virus 614

! . ;lﬁ. 28




Where to get Presentation and Demos

* This deck and all associated demos and apps are
available here

http://leewei.com/interconnect2016
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Notices and Disclaimers

Copyright © 2016 by International Business Machines Corporation (IBM). No part of this document may be reproduced or transmitted in any form without written permission
from IBM.

U.S. Government Users Restricted Rights - Use, duplication or disclosure restricted by GSA ADP Schedule Contract with IBM.

Information in these presentations (including information relating to products that have not yet been announced by IBM) has been reviewed for accuracy as of the date of initial
publication and could include unintentional technical or typographical errors. IBM shall have no responsibility to update this information. THIS DOCUMENT IS DISTRIBUTED
"AS IS" WITHOUT ANY WARRANTY, EITHER EXPRESS OR IMPLIED. IN NO EVENT SHALL IBM BE LIABLE FOR ANY DAMAGE ARISING FROM THE USE OF THIS
INFORMATION, INCLUDING BUT NOT LIMITED TO, LOSS OF DATA, BUSINESS INTERRUPTION, LOSS OF PROFIT OR LOSS OF OPPORTUNITY. IBM products and
services are warranted according to the terms and conditions of the agreements under which they are provided.

Any statements regarding IBM's future direction, intent or product plans are subject to change or withdrawal without notice.

Performance data contained herein was generally obtained in a controlled, isolated environments. Customer examples are presented as illustrations of how those customers
have used IBM products and the results they may have achieved. Actual performance, cost, savings or other results in other operating environments may vary.

References in this document to IBM products, programs, or services does not imply that IBM intends to make such products, programs or services available in all countries in
which IBM operates or does business.

Workshops, sessions and associated materials may have been prepared by independent session speakers, and do not necessarily reflect the views of IBM. All materials and
discussions are provided for informational purposes only, and are neither intended to, nor shall constitute legal or other guidance or advice to any individual participant or their
specific situation.

It is the customer’s responsibility to insure its own compliance with legal requirements and to obtain advice of competent legal counsel as to the identification and

interpretation of any relevant laws and regulatory requirements that may affect the customer’s business and any actions the customer may need to take to comply with such
laws. IBM does not provide legal advice or represent or warrant that its services or products will ensure that the customer is in compliance with any law
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Notices and Disclaimers Con't.

Information concerning non-IBM products was obtained from the suppliers of those products, their published announcements or other publicly available sources. IBM has not
tested those products in connection with this publication and cannot confirm the accuracy of performance, compatibility or any other claims related to non-IBM products.
Questions on the capabilities of non-IBM products should be addressed to the suppliers of those products. IBM does not warrant the quality of any third-party products, or the
ability of any such third-party products to interoperate with IBM’s products. IBM EXPRESSLY DISCLAIMS ALL WARRANTIES, EXPRESSED OR IMPLIED, INCLUDING BUT
NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE.

The provision of the information contained h erein is not intended to, and does not, grant any right or license under any IBM patents, copyrights, trademarks or other intellectual
property right.

IBM, the IBM logo, ibm.com, Aspera®, Bluemix, Blueworks Live, CICS, Clearcase, Cognos®, DOORS®, Emptoris®, Enterprise Document Management System™, FASP®,
FileNet®, Global Business Services ®, Global Technology Services ®, IBM ExperienceOne™, IBM SmartCloud®, IBM Social Business®, Information on Demand, ILOG,
Maximo®, MQIntegrator®, MQSeries®, Netcool®, OMEGAMON, OpenPower, PureAnalytics™, PureApplication®, pureCluster™, PureCoverage®, PureData®,
PureExperience®, PureFlex®, pureQuery®, pureScale®, PureSystems®, QRadar®, Rational®, Rhapsody®, Smarter Commerce®, SoDA, SPSS, Sterling Commerce®,
StoredIQ, Tealeaf®, Tivoli®, Trusteer®, Unica®, urban{code}®, Watson, WebSphere®, Worklight®, X-Force® and System z® Z/OS, are trademarks of International Business
Machines Corporation, registered in many jurisdictions worldwide. Other product and service names might be trademarks of IBM or other companies. A current list of IBM
trademarks is available on the Web at "Copyright and trademark information" at: www.ibm.com/legal/copytrade.shtml.
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