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BigFix Query Requirements

« 9.5 Patch 2 (9.5.2.56 or greater) required for all components
— This means no support for
* Windows XP
* Windows Server 2003
* Mac OS X 10.7 Lion
- RHEL 4

« Agents need to be able to receive UDP natifications
— Does not work with agents behind firewall, NATed, etc.




—
Important Restriction — Agent Context / Automatic Group

« Agent invokes QNA to process queries

» Query does not work with Inspectors requiring agent context

— Examples:
e number of relevant fixlets whose (value of header "X-
Fixlet-Source-Severity" of it = "Critical") of site
whose (name of 1t = "Enterprise Security")

e expiration date of client license

e now of registration server




Settings — Long Running Queries

- By default, queries are timed out after the following amount of elapse
time to avoid bad queries that overwhelm the endpoints

- BESCIlient_Query MOMaxQueryTime
— Seconds — default 60

- BESCIlient_Query NMOMaxQueryTime
— Seconds — default 10




Settings — CPU Utilization

- By default, queries are throttled to use around 2% of the CPU

- BESCIlient_ Query WorkTime
— Milliseconds — default 10

- BESCIlient_Query_ SleepTime
— Milliseconds — default 480




—
Settings — How Long to Keep the Requests and Responses

« BESAdmin settings

— queryHoursToLive
* Hours — default 1440 (60 days)

— queryResultsHoursToLive
* Hours — default 4 hours




REST API

« Simple to implement
— One URL to submit queries
— One URL to retrieve results, with the paging capability

* Does not require the WebUI framework

 Best documentation for Query REST API
— Link



https://www.ibm.com/developerworks/library/se-collect-data-with-bigfix-query-trs/index.html

REST APl Query Example

REST API URL to Submit Query
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XML Body Posted via REST API

1 <?xml version="1.0" encoding="UIF-8" 2>

<BESAPI xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance” xsi:noNamespaceSchemalocation="BESAPI.xsad">
3 <CliencQuery>
<ApplicabilityRelevance>true</ApplicabllityRelevance>
(QueryText>addresses of adapters of network</QueryText
£ cTarger>
7 <ComputeriD>11345692</ComputeriID>
8 /largets
3 </ClientQuery
10</BESAPI>

<?xml version="1.0" encoding="UTF-8" 7>

<BESAPI xmlIns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"

xsi:noNamespaceSchemalocation="BESAPI.xsd">

<ClientQuery>
<ApplicabilityRelevance>true</ApplicabilityRelevance>
<QueryText>addresses of adapters of network</QueryText>
<Target></Target>

</ClientQuery>

</BESAPI>




REST API Results

* Results are returned
IN:
- XML
- JSON

REST API URL to Retneve Results

JSON Results Received
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—
Example Query Tester Application

« Syntax highlighted Relevance statements
* Return multiple row results as one unit

» Count unique occurrences of the results

Use any Relevance statements from properties, analyses, and Fixlets

Query history

Experimental Query Builder

http://leewei.com/bigfix/prod/query/BigFixQueryTesterV2.0.zip



http://leewei.com/bigfix/prod/query/BigFixQueryTesterV2.0.zip
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BigFix Query Tester
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BigFix Query Tester
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Resource Links

 Very useful and detailed official documentation at Knowledge Center
— Link

* Settings relating to Query
— Link

* Engineering Blog with REST API information
— Link

« Download BigFix Query Tester application
— Link



http://www.ibm.com/support/knowledgecenter/SSQL82_9.5.0/com.ibm.bigfix.doc/Platform/Config/c_bigfix_query.html
http://www.ibm.com/support/knowledgecenter/SSQL82_9.5.0/com.ibm.bigfix.doc/Platform/Config/c_question_answer_flow.html
https://www.ibm.com/developerworks/library/se-collect-data-with-bigfix-query-trs/index.html

Roadmap Features for R2

* Query Parameterization
— Link
e versions of regapps "firefox.exe"

e versions of regapps "{QUERY PARAMETER{applicationName, "Enter
the application executable name", "firefox.exe"}}"

« Additional Out of the Box Queries
— Link

« Query Authorization

* Queries authorized by site, capabilities by user type (e.g. admin vs.
operator)



http://wiki.sfolab.ibm.com/index.php/Query_Parameterization
http://wiki.sfolab.ibm.com/index.php/Query_R2_Queries#New_OOTB_queries_for_Query_R2
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